Security provisioning has become a key issue in wireless multimedia networks due to their vital roles in supporting various services. Conventional security solutions have deficiencies in computing efficiency and addressing emerging security challenges. In addition, traditional upper-layer authentication ignores the protection of the physical layer, leading to severe privacy data leakage. In this paper, we envision a new deep learning (DL)-enabled security authentication scheme to overcome these issues, while implementing Blind Feature Learning (BFL) and Lightweight Physical Layer Authentication (LPLA). Specifically, an intelligent authentication method is developed by exploring neural networks at the data collection unit to learn the characteristics of data. Then we propose a holistic authentication scheme based on machine learning to identify malicious multimedia devices. Experimental analysis verifies that the proposed scheme can guarantee the privacy of wireless multimedia sensors and achieve lightweight authentication. Performance results indicate that artificial intelligence-enabled authentication scheme improves the overall security of multimedia networks.
I. INTRODUCTION
The advent of technologies in 5G and Internet of Things (IoT) heralds the arrival of the next wave of ubiquitous connected society [1] - [5] . In particular, multimedia networks and their ongoing convergence with artificial intelligence technologies are widely expected to bring exciting services and applications for monitoring, entertaining, training, and operating in the areas of smart home, smart city, healthcare, transportation, and so on [6] , [7] . Multimedia applications will greatly expand the way humans perceive the world and be widely applied to people's daily lives.
However, the complexity of multimedia systems as well as dramatically increasing use of multimedia sensors within smart processes bring many security and privacy challenges. For example, when multimedia nodes collect various data through different sensors, the malicious sensors could deceive users by exploiting interactivity and providing The associate editor coordinating the review of this manuscript and approving it for publication was Dapeng Wu . false message in the systems [8] , [9] . Potential security risks and attacks could lead to catastrophic consequences and cause avalanche-like damages in wireless multimedia networks [10] . Moreover, the widely used resourceconstrained multimedia devices are vulnerable to attacks, causing widespread distributed threats to multimedia networks through data injection, spoofing, and eavesdropping. Therefore, it is necessary to design an effective protection mechanism for wireless multimedia networks to ensure the security of communication transmissions. Usually, authentication and access control techniques are considered as key security mechanisms and critical designs for multimedia paradigm, since adversary attackers need the access requirements of multimedia resources [11] . These techniques secure legitimate communications by confirming the identities of all users and their access to the authorized network. However, the particularity of a large number of multimedia devices poses new design challenges for security configurations. Explicitly, those multimedia devices claiming low-delay transmissions could not support the authentication methods that require high computational overhead, and tremendous sensors contained in a wireless multimedia system require lightweight computing costs to ensure their communication performance. Hence, in order to defend against the threat of attacks in wireless multimedia networks, this paper focuses on the challenges faced by traditional authentication schemes, and further proposes new security enhancement methods.
A. CHALLENGES FOR CONVENTIONAL SECURITY APPROACHES
Conventional key-based cryptography techniques require significant resource and high computing capability, which is inefficient for wireless multimedia communication networks [12] . More importantly, digital key may be compromised in security management procedures, such as key distribution. The challenges faced by conventional authentication schemes are summarized as follows.
1) UNBALANCED GROWTH IN LOW COMPUTATIONAL COSTS AND HIGH SECURITY
Traditional security solutions may suffer from adversary attacks in complex multimedia communication scenarios due to the increasing number of multimedia sensors and the wide range of applications. Security methods implemented on higher layers are difficult to overcome the conflict between costs and security, resulting in failure to protect legitimate communications. The malicious devices may steal sensitive data through forged public keys and seriously damage the authentication mechanism. Therefore, new concepts based on artificial intelligence-assisted lightweight authentication are extremely beneficial for overall security in a wireless multimedia environment.
2) COMPLEX AUTHENTICATION PROCESS INDUCED LATENCY IN REAL-TIME MULTIMEDIA NETWORKS
Traditional authentication techniques require more effort to extract complex features to increase the level of security, resulting in higher communication and computation overheads and, what's worse, longer communication latency. This is unbearable for wireless multimedia networks with significantly increasing number of smart multimedia sensors and resource-constrained wearable nodes. In addition, the conventional statistical schemes for authentication also require sufficient time to manually select the fixed statistical characteristics, thus leading to a non-adaptive authentication process. As a result, a new adaptive authentication scheme is necessary for security application scenarios.
3) INACCURATE PREDICTIONS DURING THE SECURITY AUTHENTICATION PROCEDURE
Conventional authentication techniques are also difficult to establish an accurate detection model in an unpredictable communication environment. Statistical hypothesis testing may use limited statistical properties to predict outcomes. These have brought huge loopholes to the learning model and also pose a potential security threat to continuous authentication. In order to improve the security of the authentication process, it is necessary to design an intelligent authentication approach that does not require explicit programming.
In short, security authentication is critical for wireless multimedia networks, especially in the information age of the Internet of Everything.
B. OUR CONTRIBUTIONS
To address these challenges, we use artificial intelligence algorithms to perform Lightweight Physical Layer Authentication (LPLA) for wireless multimedia networks. Aiming at the security authentication issue of multimedia devices, a physical attribute selection method based on blind feature learning is proposed. In summary, our contributions are as follows.
• We discuss the challenges and potential solutions for sybil detection mechanisms in wireless multimedia communications. In particular, we build machine learning-based detection mechanisms by exploiting physical layer attributes. As recent studies demonstrate, physical layer channels are incredibly portable, simple, and efficient, without causing additional computational overheads and communication latency, thus suitable for lightweight security authentication of wireless multimedia networks.
• We design an artificial intelligence-based model for extracting the authentication attributes without requiring the channel variation pattern, and cast the authenticator from the statistical feature space to the blind learning feature space. The learning-enabled authentication process is then viewed as a classification system that is easier to train based on physical layer controllable parameters and test results. As a result of this characteristic transformation, the complexity of our learning-based authentication model can be significantly reduced, despite the consideration of high-level of physical layer properties.
• Our numerical performance and simulations results verify that the proposed blind feature learning selection of channel attributes can significantly improve the authentication performance without excessively reducing the convergence and training performance. We also demonstrate the advantages of artificial intelligence assisted physical layer authentication scheme over other non-feature selection techniques.
C. ORGANIZATION
The rest of this paper is structured as follows. Section II summarizes the related work. Section III gives a description of the system model in this paper. Section IV describes an overall authentication scheme based on artificial intelligence techniques. Section V introduces numerical analysis and security performance. Section VI describes the future research prospects. Finally, this paper is concluded in Section VII.
II. RELATED WORK
Security authentication and artificial intelligence issues have been independent research areas. Until recently, cross-disciplinary studies have emerged in these two areas. Although security authentication has been studied in the literature [13] - [15] , a new perspective on artificial intelligence-based authentication will help overcome performance limitations and meet the security requirements of new networks. An extreme learning machine-based physical layer authentication approach is designed in [16] to defend against rogue attackers though exploiting the multi-dimensional characteristics of the wireless channel in dynamic networks.
Reference [17] proposes a threshold-free physical layer authentication scheme based on machine learning, which improves the detection accuracy without increasing the amount of calculation. To detect the spoofers, [18] presents several adaptive moment estimation algorithms based on deep neural network for lightweight authentication, which can accelerate the training of the authentication model and guarantee extremely low latency. Similarly, neural networks proposed in [19] are used to optimize the encoding and decoding functions, and to learn the trade-off between reliable communication and information secrecy to distinguish eavesdroppers. The authors in [20] give a secure semi-supervised learning scheme based on double learning, which is used to analyze the risk of unlabeled instances according to the classification results. In [21] , a learning-based framework for wireless nodes is designed to allow real-time authentication and to distinguish spoofing attackers from the legitimate devices by analyzing their physical features. The deep learning approach is exploited in [22] to identify various attackers, and explore the authentication model in binary and multiclass classification. Recently, a growing number of survey papers study the works that bring artificial intelligence into the field of privacy protection (e.g. [22] - [27] ). For example, [23] reviews the potential of applying intelligent adaptive learning approaches in the context of future networks. In addition, with the help of artificial intelligence algorithms, intelligent authentication provisioning can be designed by utilizing channel reciprocity, specific communication link characteristics, and device characteristics [27] - [29] . Along this line, the introduction to deep learning for lightweight physical layer security is presented in [30] , dealing with tractable mathematical models. Similarly, in order to guarantee the privacy of wireless communication, a feedforward neural network is proposed in [31] - [33] to classify adversarial attacks. Meanwhile, in the process of data processing, the program divides the trust of the device into different levels and evaluate its behavior.
Although the recent progress of intelligent authentication achieves security enhancement by exploring machine learning, there are still deficiencies in overcoming the above specific challenges. In particular, we point out that additional computational and communication overheads as well as long delays may increase due to prolonged feature extraction and training processes. More importantly, most of the conventional methods still have limitations in statistical properties, which means accurate prediction and authentication framework design is absent. Providing reliable security authentication for wireless networks is the driving force behind our work. Therefore, we focus on envisioning new artificial intelligence-assisted security methods to overcome the challenges described in [34] - [37] and implement secure authentication in wireless multimedia networks.
III. SYSTEM MODEL AND PROBLEM STATEMENT
As shown in Fig. 1 , we introduce the system model of our LPLA scheme. We considered many multimedia devices at different locations in a wireless multimedia network scenario. The multimedia nodes are responsible for collecting data and sending it to the data collection center. A malicious device in the network may attempt to eavesdrop and impersonate a legitimate node and then send false multimedia data to the data center for illegal advantages. Let h x denotes the estimated physical layer channel vector, which can be mathematically expressed by
where M is the number of the sample and the subscript x means ''legitimate multimedia device or illegitimate attacker''. The LPLA scheme comprises three phases, as shown below.
• Phase I : First of all, the wireless device needs to send its own pilot to the data center to identify the corresponding physical layer attributes through the upper layer identification. In the initialization phase, the LPLA model is trained using training data such as received signal strength (RSS), and corresponding tags. The data center uses multiple physical layer attributes from legitimate devices.
• Phase II : Then, we use the newly estimated physical layer characteristics to detect legitimate devices and spoofing attackers during the authentication phase.
where τ denotes the time interval between two phases and N represents the number of physical layer attributes.
• Phase III : In the update phase, the training data set is updated with the new physical layer attributes of the legitimate devices, and the LPLA model is retrained to cycle the authentication process.
The illegitimate device sends signals to the data collection unit and tries to mislead its behavior; however, because of our lightweight intelligent authentication approach, the spoofing attacker will not pass the physical layer authentication, and thus, the data collection center will refuse to receive multimedia data by identifying the abnormal data. In addition to the above security issues, other traditional network security vulnerabilities also apply to our scenarios, such as relay node authentication and impersonation authentication.
IV. ARTIFICIAL INTELLIGENCE BASED LPLA SCHEMES
In our previous research, we introduced the physical layer security authentication algorithm based on the Gaussian mixture model [12] . In this paper, we will further study the new machine learning-based algorithm and propose a lightweight security authentication scheme to meet the high accuracy and low latency requirements of wireless multimedia networks. Among these methods, artificial intelligence contributes to the authentication enhancement not only by learning and mining the physical layer attributes in wireless multimedia networks, but also through providing adaptive retraining for detection model.
A. SECURITY AUTHENTICATION BASED ON MULTIPLE FEATURE EXTRACTION AND SVM
In order to improve the detection accuracy, we first propose a security authentication method based on multiple physical attributes [12] and the support vector machine. To be specific, only when the channel characteristics of the multimedia device are the same as its unique sequence, it will be recognized as a legitimate transmitter by the data collection center. Firstly, we collected the multi-dimensional channel characteristics that were manually selected. Compared with the one-dimensional feature space, our method improves the detection performance by increasing the uncertainty. Naturally, it is difficult for a spoofing attacker to infer and imitate multi-dimensional physical attributes. Then, a unique binary sequence of different multimedia node is obtained by the data center. In particular, the sequence of features generated by the data center and multimedia device is hidden from any other node due to the unique and unpredictable nature of the wireless communication links used. Therefore, the rogue spoofer can be detected by the trained machine learning-based LPLA model. The same process is performed between each multimedia node and the data collection center using the obtained authenticator. In our scenario, the artificial intelligence algorithm (i.e., support vector machine) improves security by generating an authenticator in the data center, providing sufficient resource space for training. More importantly, the LPLA scheme is designed to take advantage of channel characteristics as an endogenous security mechanism. This eliminates the need for key distribution and management. Because physical layer channels are incredible portable, they do not cause additional computational overheads and communication latency. Therefore, the proposed multiple features based authentication scheme is lightweight in the data center of a wireless multimedia network.
B. HOLISTIC APPROACH EXPLOITING BLIND FEATURE EXTRACTION AND DEEP LEARNING
As discussed in the overview, conventional techniques are limited in the choice of channel features. In addition, the authenticator also requires sufficient time to manually select the fixed statistical characteristics, thus leading to a non-adaptive authentication process. In order to achieve fast access authentication, we propose to utilize neural networks to automatically learn deeper blind features. Convolutional neural network can be seen as a black box, where we input the channel estimation matrix H (N × 256) into the black box, as shown in Fig. 3 . The convolution operation captures valid blind features from the estimated physical properties. It is worth noting that in our proposed LPLA scheme, the inconsistency between the predicted value of the authentication model and the true label is measured by the softmax loss function. The formulation of softmax loss is given by:
where K denotes the number of legitimate multimedia devices, y k indicates that the corresponding class is set to 1 for the label k, and s k is the kth value of the output vector s of softmax. More specifically,
where a k represents the predicted value belong to the kth multimedia node, which is the output of the final fully connected layer.
The purpose of the convolutional layer is to produce a set of blind features, and the function of each neuron in the network during blind feature learning is beyond our knowledge. A network with more layers can iteratively learn more complex blind features. The mapping operation of two adjacent convolutional layers is as follows:
where V (V or V ) denotes the height, W (W or W ) is the width, and D(D ) represents the depth. The output of convolutional layer y conv should be calculated as follows
where b d is the bias, (S v , S w ) represent the vertical (v) and horizontal (w) input sampling factors, (P − v , P + v , P − w , P + w ) denote paddings of output in two directions.
The height and the width of the output map are given by
In the proposed neural network-based LPLA scheme, we utilize two convolutional layers to learn the efficient bind features. The output data of the convolutional layer will be fed directly into the pooling layer, effectively reducing the dimension of the physical attributes. After two convolution and two pooling operations, the input to the fully-connected layer is the output data of the pooling layer, which is 2 × 2 × 128. We use the fully connected layer as a target classifier in our proposed neural network-based LPLA scheme. The softmax loss is designed to optimize the entire lightweight intelligent authentication scheme during training (details can be found in Eq. (5)).
Like the support vector machine, the proposed neural network is also divided into three steps: the training phase, the authentication phase, and the update retraining phase. During the training phase, the proposed neural network-based LPLA scheme performs a forward propagation and backward propagation iteratively. After the loss tends to converge to a very small value close to zero, the intelligent authentication approach can perform well in authenticating the legitimate multimedia device and rogue attacker. In the authentication phase, we input the newly estimated physical characteristics into a well-trained neural network and give the probability that the received data belongs to different multimedia devices. The predicted value is given by
Notably, the predicted value is calculated by the final fully connected layer. The algorithm authenticates the incoming messages as a legitimate or adversarial multimedia device based on their physical layer characteristics. In our intelligent LPLA scheme, we perform blind feature learning based on convolutional neural network and describe them in the algorithm 1. In the following, we will study and verify the detection performance of LPLA mechanisms.
V. PERFORMANCE EVALUATION
In order to verify the security performance of the presented intelligent authentication approach, two types of Algorithm 1 Deep Learning-Based LPLA Algorithm Input: Physical attributes of the i th multimedia device Output: The authentication result of unknown multimedia device 1: Initialize all connection weights; 2: Obtain the LPLA model using training dataset; 3: for new physical attributes do 4: compute the probability by the well-trained LPLA model via (10); 5: if the transmitter belongs to legitimate devices then 6: allow access the data center; 7: update the training dataset; 8: else 9: terminate the connection; 10: end if 11: end for authenticators are selected, including the multiple featuresbased LPLA method and the neural network based LPLA scheme. Firstly, we implement a LPLA process based on multiple features using some physical layer characteristics and analyze the detection accuracy. Then we demonstrate the superiority of our neural network-based authentication scheme over the conventional approaches, and characterize its accuracy.
First of all, three physical layer features, namely the RSS, the distance between adjacent signals (DAS), and its corresponding pearson correlation coefficient (PCC) are considered in our proposed scheme. Fig. 4 gives the spoofing detection rate of the LPLA scheme based on multiple features. We consider three scenarios: the RSS, the DAS & PCC, and the RSS & DAS & PCC cases. We can observe from Fig. 4 that our LPLA solution relying on the RSS & DAS & PCC has the best security detection performance, while that only relying on the RSS performs worst. The reason for this trend is that the data center can better identify multimedia devices by using multiple features, although spoofer predicts the RSS of legitimate devices. It is also shown in Fig. 4 that there is a small difference between the detection accuracy of the LPLA scheme relying on the DAS & PCC case and that of the RSS & DAS & PCC case; and the detection performance of these multiple features scenarios are better than that of a single-feature case (i.e., RSS). Therefore, an increase in the number of channel features is expected to lead to a higher detection performance in the LPLA scheme. Fig. 5 shows the detection accuracy vs. the iteration index for different LPLA schemes. As the number of iterations increases, the detection rate value increases. We can also see from Fig. 5 that the neural network based intelligent LPLA algorithm has the most excellent authentication performance. In other words, deep learning has a better application prospect in extracting physical layer attributes. that as the SNR increases, the detection performance of both schemes is improved. For example, the detection rate of the neural network-based LPLA scheme is 98.6% when the SNR is 12dB. Both Fig. 5 and Fig. 6 confirm that our proposed neural network-based LPLA algorithm has better security performance, because it is more difficult for attackers to imitate the deep features. Fig. 7 shows the detection error vs. the iteration index of the presented LPLA schemes. We can observe that detection error rate tends to be a small value when the number of iteration increases from 20 to 100. As mentioned earlier, the neural network-based intelligent LPLA scheme has the best detection performance. Table 1 describes the comparison of the artificial intelligence assisted LPLA method with the traditional key-based cryptography method. As can be seen from Table 1 , the intelligence-based LPLA scheme can provide 100% security protection because it does not require key transmission, which solves the key leakage problem that may exist in the wireless network. In addition, the intelligence assisted LPLA scheme enables adaptive training and authentication in the time domain. More importantly, physical layer security authentication does not depend on computational complexity and can accurately quantify security. In contrast, key-based cryptography approach requires more time and complexity, which is inefficient for real-time multimedia devices. Therefore, the artificial intelligence-based LPLA scheme achieves fast access authentication and security performance improvement in wireless multimedia networks. 
VI. FUTURE PERSPECTIVES
We have shown the challenges of conventional solutions in Section I and discussed some authentication mechanisms for wireless multimedia environments in Section IV. A promising general idea is to study the wireless physical layer attributes and use artificial intelligence to improve detection accuracy. Common to all algorithms that rely on statistical methods is the challenge of feature selection. Especially in an adversarial scenario, the estimated signal preprocessing is an important aspect of these authentication schemes.
Deep learning-driven signal processing is a potential method for selecting physical layer features. Deep learning is an effective way to solve the uncertainty of wireless networks. It provides data-centric channel feature mining and deep feature mapping that can be used for secure authentication modeling. In particular, the deep learning tool provides multiple operators that transform a model-based authentication scheme into a data analytics-centric security technology. Optimally, the security should depend on the data, not the authentication model.
In most cases, the conventional authentication approach works well in an ideal communication environment, but its detection accuracy is significantly reduced when realistic environment interference is introduced. Regardless of the ideal situation, we need to design a suitable adaptive authenticator from a practical perspective. Different assumptions and communication environments make it difficult to improve the adaptability of the authentication model. Thus, solving these open questions is far from trivial-an interesting direction for future research.
VII. CONCLUSION
The artificial intelligence-based security authentication scheme in wireless multimedia networks proposed in this paper has important practical significance. It not only ensures the privacy of communication, but also enables lightweight authentication of multiple multimedia nodes. The physical layer feature-based multimedia device's authentication can achieve better security performance as the dimension of the feature increases. However, its time consumption for manually selecting the appropriate feature will grow as the dimensions of features become larger. Therefore, the multifeature-based method is applicable to low-level security authentication schemes. Numerical analysis shows that the neural network-based LPLA scheme effectively learns the physical feature parameters, which are usually manually selected in other algorithms. In particular, the neural network based LPLA approach has good detection performance and ultra-short communication latency. It has been found that the artificial intelligence-assisted LPLA method can effectively improve the authentication accuracy and solve the communication latency problem in wireless multimedia network applications. 
